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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEN ITPOI'PAMMBI YYEBHOMN
JAUCHUIIJINHBI
1.1. Ieap M MecTO AUCHMILVIMHBI B CTPYKType OCHOBHOH 00pa3oBaTebHOI
NMPOrpamMMbI:

Hens muctumuimabl  «OcHOBBI  MH(OpPMALMOHHONW 0e30macHOCTHY: (OPMUPOBAHHUE Y
CTYJICHTOB 3HAHUW W MPEJCTaBICHUM O CMBICIE, LENSIX M 3aJadaX HHQOPMAIIMOHHOM 3allUThl,
XapaKTepHBIX CBOWCTBaxX 3aluIIaeMoil HMH(OpPMAalKUU, OCHOBHBIX HH(OPMALMOHHBIX Yrpo3ax,
CYILIECTBYIOIIUX HAIPABICHUAX 3alllUThl U BO3MOXKHOCTSIX IOCTPOCHHUS MOJENEH, CTpaTeruid,
METO/IOB U MPaBHJ HHPOPMAITHOHHON 3aIIUTHI.

Hucuumnuaa «OcHOBBI HH(POPMAIIMOHHON 0€30MacHOCTU» BKIIOYEHA B 00S3aTEIbHYIO
YyacTh 001IenpodheCCHOHAIBLHOTO IMKIIA 00Pa30BaTEIbHOM MIPOTrPAMMBI.

1.2. Ilnanupyembie pe3yabTaThl OCBOEHHS TUCHHUILINHBI:

PGSYJII)TB.TI)I OCBOCHHA OUCHUIINIMHBI COOTHOCATCA C IUIAHUPYCMBIMU PE3yJIbTaTaMU

OCBOCHHMSI 00pa3oBaTENbHOM MPOrpPaMMbl, TPEACTABICHHHIMA B MAaTpPUIE KOMIICTCHIIMMA

BbImyckHuKa (11. 4.3 [1OI1).

B PE3YIbTATC OCBOCHU S NUCHUIIIIMHBI 06y11a}01um71c51 JOJDKCH:

Kox OK, YMmern 3HaThb BmageTrs naBpikaMu
I1K
OK.01 pacrno3HaBaTh 33Ja4y W/ UiIu aKTyaJIbHbII -
npobiemy B npodeccuoHaIbHbIN U
npodeccuoHanTbHOM U/UITU COLIMANTbHBIA KOHTEKCT, B
COLIMAJIbHOM KOHTEKCTE; KOTOPOM NPUXOAUTCS
aHAJIM3UPOBATH 3a/1a4y U/WIH paboTaTh U KHUTh;
npo0JeMy U BbIIENATH €€ OCHOBHBIE HCTOYHHUKH
COCTaBHBIE YACTH; OTIPENCISATh | HH(POPMAIIMU U PECYPCHI
3TaIlbl peleHNs 3a/auu; JUIS pelIeHus 3aad 1
BBISBJIATH U 3 (HEKTUBHO npobisieM B
UCKaTh HH(pOpMAIIHIO, npogeccuoHaIbHOM
HEOOXOIUMYIO ISl pEIICHUS W/WIIH COITUAITEHOM
3aJa4uu U/UIU IPOOIIEMBI; KOHTEKCTE;
COCTABJIATH TUIAH JICHCTBHS, QITOPUTMBI BBITIOTHEHUS
OTIpesieNATh HeOOX0IUMbIe pabot B
peCypCHI; poQeCCHOHAIBHON 1
BJIAJICTh aKTyaJIbHBIMH CMEXHBIX 00J1acTAX;
MeTOJJaMH pabOThI B MeTO/Ibl paboTHI B
npo¢eCcCHOHATBLHON U CMEXHBIX | TPOpECCHOHATBLHON U
cdepax CMEXHBIX chepax;
peaIn30BbIBATh COCTABJICHHBIM | CTPYKTYpY IUIaHa JUIs
TUTaH; OLEHUBATh PE3YNIbTaT U peIIeH s 3a]1a9; TTOPSII0K
MOCJEICTBHSI CBOMX JCUCTBHM | OLIEHKH PE3yJIbTaTOB
(caMOCTOATENBHO UITH C peleHus 3aaa4
MIOMOIIBIO0 HACTAaBHUKA) npodeccuoHaIBLHON
JeSITEIbHOCTH
OK.02 ONpEAEIATh 3aJa41 JUId IOMCKa | HOMEHKJIaTypa -
nH(pOpMaIuu; onpenesiTh WH(pOPMAITMOHHBIX




HE00XO0MMbIE€ HICTOUHUKU
UH(OpPMAaLINK; TNITAHUPOBAThH
IpoIecC MOUCKA;
CTPYKTYPUPOBATh MOIY4aeMYIO
UH(OPMALNIO; BBIIENIATh
HauOoJee 3HAaUNMOE B IIEPEUHE
UH(pOpMaLNH; OLEHUBATh
NPaKTUYECKYIO 3HAUNMOCTh
pe3yJIbTAaTOB I1OKCKa;
0pOpMIIATH pe3ynbTaThI
IIOUCKA, IPUMEHATh CPEICTBA
UH(POPMALIMOHHBIX TEXHOJIOTHIA
JUIS peLIeHus
poeCCHOHANIBHBIX 3a]1aY;
UCIIOJIb30BaTh COBPEMEHHOE
IPOrpaMMHOE 00€CIIEUEHHE;
UCIIOJIb30BaTh Pa3IMyuHbIe
ur(poBbIe CpeCTBA IS
pernieHus mpodeccnoHaTbHBIX
3ajau

HCTOYHUKOB,
MIPUMECHSIEMBIX B
npodeccuoHanbHOM
JESITEIIBHOCTH; TIPUEMBI
CTPYKTYpUPOBAHUS
uHpopmanuu; popmar
odopmIIeHUS
pe3yJIbTaTOB MOMCKA
uHpopmanuu,
COBpPEMEHHBIE CPEACTBA U
yCTpOMCTBA
uHpOpMaTH3aIUH;
MOPSAIOK X IPUMEHEHUS
U TIPOTpaMMHOE
obecrieyeHue B
poQeCCHOHAIBHON
JESITEIIbBHOCTH B TOM
YHCIIE C UCIIOJIb30BAaHHEM
M (POBBIX CPEACTB.

OK.09

MIOHUMATh TEKCThI Ha Oa30BbIC
poeCCUOHAIBHBIE TEMBI

JICKCHUYECKUIT MUHUMYM,
OTHOCSIIIUICS K
OIKCAHUIO MPEIMETOB,
CPEJICTB U MPOIIECCOB
npodeccuoHaNbHOM
JIESITCIIBHOCTH

IIK 1.1

MMPUHIUITBI 0e30IMacHOCTH
XPAaHCHUA JAHHBIX

IIK 1.4

MCTOABI 3allIMThI 0a3
JAaHHBIX OT BHCIIHUX

yrpos

IIK' 1.5

U ppoBaTh JaHHBIE U
obecreunBaTh UX
KOH(DHICHIIMATEHOCTh

TIPUHITAITHI
Kpunrorpapuu u
METOJI0B MK(POBaAHUS
JIAHHBIX

CTaHIAPTHI U TIPOTOKOJIBI
0€30ITaCHOCTH, TAKUX KaK
SSL/TLS, SSH, Kerberos
u JIp.

METO/TbI ayTeHTHU(DHUKAIIH
U aBTOpU3ALIUU
IIOJIb30BaTEIICH, BKIIIOYas
UCIIONIb30BaHUE TapOJIeH,
cepTudukaToB u
OMOMETPUYECKUX JTAHHBIX
3aKOHOJIaTEILCTBO U
CTaH/IapTHI
0e30IacCHOCTH, TAKHE KaK
GDPR, HIPAA, PCI DSS

u Jp.

IIK 3.1

oTpacyicBad HOPMAaTUBHAA
TCXHUYCCKasa




JOKYMEHTAITUS
UCTOYHUKH MH(POPMALINH,
HE00OXO0aIUMOM IS
podecCHOHATEHOM
JIeSITeIIbHOCTH

COBPEMEHHBIIN
OTEYECTBEHHBIN U
3apyOeKHBIN OIBIT B
npodeccuoHanbHOM
JIESATEITLHOCTH

I1IK 3.2

MIPUHITUTIBI K METO/IBI
oOecneucHus
0e30macHOCTH
MH(}OpPMaLMOHHBIX
CHCTEM

I1K 3.3

aHau3 TpeOOBaHMMA
0€30I1aCHOCTH
WH(OPMAIMOHHBIX CUCTEM

MIPUHITAIIOB
0e30macHOCTH
WH(pOpPMaAITMOHHBIX
CHCTEM

COBPEMEHHBIX METOJIOB U
TEXHOJIOTHI B 00J1aCTH
0e30macHOCTH
WH(}pOpPMaAITMOHHBIX
CHCTEM
3aKOHOJATEIbHBIX U
HOPMAaTUBHBIX aKTOB B
00J1acTu OE30IMaCHOCTH
WH(pOpPMaAITMOHHBIX
CHCTEM

PUMCHCHHE
COBPEMEHHBIX METO/IOB
1 TEXHOJIOTHH B
obnacty 0€30MacHOCTH
UH(POPMAIIMOHHBIX
CHCTEM

I1IK 3.5

UCTOYHUKHU yrpo3
UH(POPMALMOHHOM
0€30M1acCHOCTH U MEPHI 110
UX MPEJOTBPALICHHUIO

I1IK 3.7

pa3pabaTsiBaTh U
pean30BbIBATH MEPHI
0e30MmacHOCTH
pean30BBIBaTh XAIUIMPOBAHUE
MapoJieil, CECCHOHHBIE TOKEHBI

U JIByX()aKTOPHYIO
ayTeHTU(UKALIHIO

OCHOBHBIC YTPO3BI
0e30IMacHOCTH
MOOMIBHBIX TPHIIOKCHHHA
TPUHITUITBI
Kpuntorpadpuu u
mupoBaHUS TaHHBIX.
CTaHIAPTHI ¥ TIPOTOKOJIBI
0€30IMaCHOCTH, TAaKHE KaK
HTTPS, OAuth u OpenID
Connect
3aKOHOJIaTEIbHbBIE U
PETyIATOPHBIE
TpeOOBaHUS K 3aIIHUTE
naHHbIX, BKIouass GDPR
u HIPAA

OCHOBHBIE TIPUHITUIIBI
0e30macHOCTH
uH(OpPMAIIUU U METOJIOB
ee 3aIlMThL.

HCIOJIL30BaHUE
mpoBaHUS JaAHHBIX
JUTS 3aIIMTEI
KOH(UICHIIMATHHOM
nHpopmanmu, TaKou
KaK mapoJ,
TIepCOHANIbHBIC JaHHBIC
MOJIb30BaTeICH U
Apyrue
YyBCTBUTEJIbHBIC
JTaHHEIE.

pUMEHEHNE
MEXaHH3MOB
XEIIUPOBAHUS TSI
3aIUThI Mapoaen
MMOJIb30BaTENICH OT
HECAHKIIMOHUPOBAHHOTO
JOCTYTIA.

obecreyeHne




CTaHJapTHbHIE
KpUnrorpaduyeckue
AITOPUTMBI JUIS
mudpoBaHus TaHHBIX
MPUHIIMIIBI OOecTIeueHust
0€3011acCHOCTH Iepeayn
JAHHBIX 110 CETH
OCHOBBI 0€30I1aCHOCTH
MIPUIIOKEHUH U
UHPPACTPYKTYPHI
METO/Ibl aHAIM3a Ha
VSI3BUMOCTH H
MOHHTOPHHTA
Oe3omacHOCTH

3HaHHE OCHOBHBIX
MIPUHIIAIIOB U METOJIOB
obecrnieueHus
6e3onacHoctu UT-
UH(QPacTpyKTYyphl U BeO-
MIPUITOKEHU I
MMOHMMAaHUE PA3THYHBIX
YSI3BUMOCTEH U yrpo3
0e30IaCHOCTH, a TAKIKE
CIoco0OB UX
MIPEIOTBPAIIICHUS
oOHapyKeHUs

3HAHWE UHCTPYMEHTOB U
TEeXHOJIOTHH IJIs1
obecrnieueHus
6e3omacunoctu UT-
MH(QPaCTPyKTYyphl U BeO-
MPUIIOKEHUH, TAKMX KaK
OpaHIMay3pbl, CUCTEMBI
oOHapyXeHHs BTOPKEHUN
Y aHTHBHUPYCHBIE
IPOTPaMMBbI

0e30MacHOCTH TIepeIaun
JTAHHBIX MEXKITY
KJIMCHTCKUMU
YCTPOMCTBAMU U
CepBEpaMHU C
UCIIOJIb30BaHUEM
IPOTOKOJIOB
mrpoBaHus, TAKUX
kak SSL/TLS
coOroicHIE
3aKOHOJIATEIILCTBA U
peryJsinuii B 006J1acTi
3alUTHI TAHHBIX

2. CTPYKTYPA U COAEPKAHUE YUYEFHOM JUCIATLTAHBI

2.1. O0beM yueOHOH MCUMIVIMHBI M BUABI Y4eOHO# padoThI

Bup yueOHoii padoThI O0beMm B yacax
O0beM 00pa3oBaTe/IbHON MPOrpaMMbl y4e€0HON AUCHUIIIMHBI 32
B T.4. B opMe NPAKTHYECKOH MOATOTOBKH 16
BT.U..
TEeOpeTUIecKoe oOydeHne 10
IIPAaKTUYECKUE 3aHATUS 16
IIpomexyTouyHas aTTecTanus (IK3aMeH) 6




2.2. TeMaTH4yeCKMil IJIAH U COAEPKAHUE YHeOHOM JUCHMIIIIHHBI

O0bem, akaj. Koapl
4. /B TOM KOMIIeTeHIHIA,
yuciie B ¢popmupoBanmnio
HaumeHnoBanue Copnepxxanue yueOHOro MaTepuasa, NPaKTHYECKHX 1 JIa0OpATOPHBIX bopme KOTOPBIX
pa3/iesioB M TeM 3aHATHI .
NPAKTHYECKOMH CIocoocTByeT
NOATOTOBKH, 3JIeMEeHT
akaa. 4 NPOrpaMMbl

Tema 1. BBenenue B Conep:xanue 1
HHPOPMALMOHHY IO OcHOBHBIE OHATHS U orpenesieHus. Victopus u pa3Butue MHGOPMaIMOHHON 1 OK.01, OK.02,
0e301acHOCTh 6e30macHOCTH. AKTyalbHbIE YTPO3bl H PUCKH B HH()OPMAIIHOHHOH 6e3011aCHOCTH OK.09, IIK 1.1, 1IK
Tema 2. YupaBienue | Coaepxxanue 1 1.4, 1IK 1.5, TIK 3.1,
0e3011aCHOCTBHI0 HopmarusHo-npaBoBoe perynupoBanue B oonactu Ub. [lonutuku u npoueaypst 1 T1K 3.2, [IK 3.3, TIK
uHpopManU 6e3omacHocTy. O1leHKa PUCKOB U yrpaBieHne UMU. COOTBETCTBUE CTaHAAPTAM U 3.5,IK 3.7

HopMmaTtuBam (ISO 27001, GDPR u np.)
Tema 3. Conep:xanue 3/2
Kpunrorpapus OcHOBBI KpUnTOrpapuu: CAMMETPUYHBIE 1 ACUMMETPUUYHBIE AJITOPUTMBI. 1

XsmupoBanue u nuposbie noanuck. [Ipumenenne kpuntorpaduu B

npuioxeHusix. Creranorpadusi.

B ToM 4nc/ie IpakTHYeCKUX U J1a00paTOPHbIX 3aHATHI

PaboTa ¢ cMMMETpUYHBIMH U aCUMMETPUYHBIMH AITOPUTMAaMU. X3UIMPOBAHUE U 2

co3nanue MudpPoBOI2 MOAMUCH COOOIICHUSI.
Tema 4. 3amura Copnepxanue 5/4
ceTeBoil OcHoBHI ceTeBoit 6e3omacHocTu. 3amuTa oT atak (DDoS, MITM u ap.) 1
HH(PACTPYKTYpPbI Hcnonbs3zoBanre VPN U MEKCETEBBIX 9KPaHOB

B ToM 4nc/ie NPaKTHYeCKUX U J1a00paTOPHBIX 3aHATHIA

Opranuzanys 3aluThl OT aTak 2

Opranuzanus padbotsl VPN 1 MekceTeBOro sKkpaHa 2
Tema S. Bezonacnocts | Conepkanue 3/2
NPHJIOKEHHI Vs3zsumoctu Bed-npusnioxkenuit (OWASP Top Ten). bezonacHoe 1

pPOrpaMMHUPOBAHKE: JTyUIlIMe IPAKTUKU. TecTupoBaHue Ha MPOHUKHOBEHHUE U
aHaJIu3 ysI3BUMOCTEM.

B ToM unciie npaKTHYECKHUX M J1a00PATOPHBIX 3aHATHH




TectupoBaHye Ha TPOHUKHOBEHUE U aHAJIN3 YSI3BUMOCTEH. 2
Tema 6. 3amura Copnepxanue 3/2
AAHHBIX [udpoBanue faHHBIX B IOKOE U B TpaH3uTe. Pe3epBHOE KOMMpPOBAaHUE U 1

BOCCTaHOBJICHHE JIaHHBIX. YTIPABJICHUE OCTYIIOM K IaHHBIM

B ToM unciie npakTHYecKuXx u J1a00PaTOPHBIX 3aHATHH

BrinonHenue pe3epBHOTO KOMMPOBAHHS U BOCCTAHOBJICHHUS JAHHBIX. YTIpaBJIeHUE 2

JIOCTYTIOM K JJaHHBIM
Tema 7. Besonacnocts | Cogep:kanue 3/2
00J1aYHBIX OcoOenHocTy 6€30MacHOCTH B 00JIaYHBIX cpeAax. Mozaenu o0IauHbIX yCiayr 1
TEeXHOJIOTr il (IaaS, PaaS, SaaS) u ux 6e3onacHocTn

B ToM unciie npakTHYecKuX u J1a00pPaTOPHBIX 3aHATHH

N3yuenue moaenu 006J1a4HbIX YCIYT U UX 0€30MaCHOCTH 2
Tema 8. UHIHAEHTHI Conep:kanue 32
0e3onacHocTH Peakuust Ha UHITUACHTHI U yIIpaBieHHE UMU. AHAIIW3 UHIUJEHTOB U I poBas 1

KpuMUHanucTuKa. BoccranoBnenue nocie nnnyaeHta. Kubep6e3onacHoCTb.

ITpombinennsiii mmnuoHax. OSINT. dopensuka

B TOM 4Hc/ie IPAKTHYECKUX H JIA00PATOPHBIX 3aHATHI

PaboTa ¢ MHIIMJIEHTaMHU. 2
Tema 9. Counanbnas | Coaepxkanue 3/2
UHKeHepHs U [Tcuxonorus arak: couuanbHas MHxkeHepus. O0ydyeHue coTpyIHIUKOB 1
YeJI0BeYeCKH i MH(OpPMaIlMOHHON 06€30M1aCHOCTH
(axrop B TOM 4nc/Ie IPaKTHYECKUX U J1a00PATOPHBIX 3aHATHIM

Pa3pa0oTka moJuTHKH HHGOPMAIIMOHHON 0€30MacCHOCTH 2
Tema 10. Byayuiee Conep:xanue 1
uHGopMaHOHHOM TenneHIIMU ¥ HOBBIE TEXHOJOTUH B oOnactu 6e3omnacHoctu (Al, ML, 6iokueiin). 1
0€301acHOCTH OTHyecKue acteKThl HHHOPMAIMOHHON 06€30MacCHOCTH
IIpomexyTouHas aTTecTanus (3K3aMeH) 6

Bcero

32




3. YCJOBUSA PEAJIN3AIIMM YYEBHOM JUCIHUILINHBI

3.1 MarepuaibHO-TeXHUYECKOE o0ecneyeHue

Peanuzanuss mporpamMmbl  ydyeOHOW JAMCHMIUIMHBI TPOU3BOMUTCA C IMPUMEHEHHEM
JTMCTAaHIIMOHHBIX TEXHOJIOTUH W TpeOyeT Hamuuusi SJIEKTPOHHOW 00pa30BaTENbHON Cpebl;
yuyeObHoro kabOuHera, saboparopuu «KOMIBIOTEPHBIX ceTeld W OCHOB HWH(OPMAIMOHHOM
0€301acHOCTIY.

OobopynoBanue y4eOHOr0o KaOuHeTa:

® KJIaCCHAs J10CKa;

® [10Ca/I0YHbIE MECTa M0 KOJIMYECTBY 00YJarOIINXCS;

e pabouee MECTO MpernoaaBaTes;

® yueOHO-ITPaKTUUECKOE obopynoBaHue, HE00X0IMMOe TUTSt MIPOBEACHUS
IIPEyCMOTPEHHBIX MTPOrpaMMON MpakTuueckux 3aHsaTuil. B coorBerctBue ¢ n.4.4 ®I'OC CIIO
JIOTMyCKaeTCs 3aMeHa 000pyI0BaHUS €r0 BUPTYaTbHBIMU aHATIOTaMH.

TexHuyeckue cpeacTBa 00yUeHHsI:

e KOMIIBIOTEPBI C BBIXOJOM B CeTh Internet;

e caiiT «JluuHas cTyaus» ¢ BO3MOXKHOCTBIO PabOTHI C 3JEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcomM;

® DJEKTPOHHBIE OMOIMOTEUHBIE PECYPCHI.

YueOHO-MeTOANYECKOe O0ecTieYeHre I CHMIIJIMHbI:

* METOJMYECKUE YKA3aHU 110 OPTaHU3AINN PAKTUIECKUX 3aHITHH;

* METO/IMYECKUE YKa3aHUs 110 CaMOCTOSITENIbHOM paboTe.

IIporpammHoe obecnieyeHue:

[IporpammHOe oOecriedeHue, SBISIOIIEECS YacTbl0 DJIEKTPOHHON HH(POPMALMOHHO-
o0pa3zoBaTenbHON cpebl U Oa3upyromeecs Ha TeIeKOMMYHUKAMOHHBIX TEXHOIOTUAX:

- KOMIBIOTEpHBIE 00YYaIOIIUe TPOrPaMMBbI;

- TPEHUHTOBBIE U TECTHPYIOLINE TPOrpaMMBbI;

- WHTEIUICKTyaJbHbIE POOOTH3MPOBAHHBIE CHUCTEMBI OIICHKH KadeCTBA BBIIIOJHEHHBIX
pabor;

- CIIpaBOYHO-IIpaBoBasi cucreMa «KoHCylnbTaHT mitocy, «['apanT;

- anekTpoHHO-O0nbmoreunas cucrema (ObC) OBC «IPR SMART» http://iprbookshop.ru/;

- mporpamMma ympasiieHusi oOpazoBarenbHbIM MpoueccoM B DUOC (MudopmarmonHas
texHosorus. [Iporpamma ynpasienust oopazoBarenabHbIM nporeccom. KOMBAT).

3.2. UupopMmannoHHoe oOecnedeHne peajn3alui NPOorpaMMbl
OcCHOBHBIC HCTOYHUKH

1. bamanoB, A. H. 3ammurta unpopmanuonHsix cucteM. KubepOezomacHocTh : ydeOHOE
nocobue mis cro / A. H. bamanoB. — Cankr-IletepOypr : Jlans, 2024. — 84 c. — ISBN 978-5-
507-48808-7. — Texkct : anekTpoHHbIN // Jlanb : snekTpoHHO-OMOMMOTEYHAs cuctema. — URL:
https://e.lanbook.com/book/394547 (nara obpamenus: 16.11.2024).

2. bananos, A. H. KommuiekcHas nH@opmannonHas 6e30nacHOCTh : yyeOHoe mocodue ams
cno / A. H. bananos. — Cankr-IlerepOypr : Jlans, 2024. — 284 c. — ISBN 978-5-507-49251-0.
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—  Texkcer

anekTpoHHsld //  JlaHb

https://e.lanbook.com/book/414950 (nata ob6pamenus: 16.11.2024).
3. Hecrepos, C. A. OcHoBbl nH(MOPMAIMOHHON Oe30macHOCTH : yueOHuK ist crio / C. A.
HecrepoB. — 2-¢ u3n., crep. — Cankrt-IlerepOypr : Jlans, 2022. — 324 ¢. — ISBN 978-5-8114-

9489-7. — Tekcr

AJIeKTpOHHBINA // JlaHb

https://e.lanbook.com/book/195510 (nara obpamenus: 16.11.2024)
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4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHMSI YYEBHOM

JUCHUILIAHBI

Pe3yabTaThl 00y4yeHuUs

Kpurepum oneHku

MeToanl OEHKH

3naem:

- AKTyaJbHbIN

PO eCCUOHAIBHBIN U
COLIMATIbHBIN KOHTEKCT, B
KOTOPOM MPUXOAUTCS paboTaTh U
KUTh;

-OCHOBHBIE UCTOYHHKHU
uH(GOPMAIIUU U PECyPCHI IS
petieHus 3a1a4d u mpooieM B
npodeccuoHaTbHOM H/UITU
COLIMAIBHOM KOHTEKCTE;

- aJITOPUTMBI BBITIOJIHEHUS paboT
B Mpo¢eCCHOHANTBHOU U
CMEXHBIX 00J1acTsIX;

- METO/1bI pabOTHI B
pohecCHOHATBFHOM U CMEXKHBIX
chepax;

- CTPYKTYpY IUIaHa AJIsl PEeIIeHUs
3ajay;

- IOPSAJIOK OLIEHKH PE3YIbTATOB
peleHns 3a1a4
npodeccuoHaNBHOM
JeSITeTbHOCTH

- HOMEHKJIATypy
WH(OPMAITMOHHBIX HCTOYHUKOB,
MPUMEHSIEMBIX B
npodeCCHOHATBHON
NESITEIIbHOCTH;

- IPUEMBI CTPYKTYPUPOBAHUS
uHpOpMaLNH;

- opmat opopmieHus
pe3yIbTAaTOB IMOUCKA
nH(OopMaIu, COBpeMEHHBIC

Opuentupyercs B
podecCHOHATEHOM H COIIMATEHOM
KOHTEKCTE, B KOTOPOM HPUXOTUTCS
paboTarh U KUTb;

Brnaneer oCHOBHBIMU MCTOUHUKAMHU
nHGOPMAIINU U peCypcamMy IS
peleHus 3a/1a4 1 npo0ieM B
npo¢eCCUOHAIBHOM U/WITH
COLIMAJIbHOM KOHTEKCTE;

3HaeT aNrOpUTMBI BBITTOTHEHHS
paboT B mpodeccuoHaIbHON U
CMEKHBIX 00J1aCTsIX;

3HaeT MeTo/Ibl PabOTHI B

PO eCCUOHAITBHON U CMEXHBIX
chepax;

3HaeT CTPYKTYpy IJIaHa JUIst
peleHus 3a1a4;

Mo:keT NpOn3BECTH OLICHKY
pe3yabTaTOB pEIICHU 3a/1a4
npo¢eCCHOHATBHON IEeATETLHOCTH
Biageer HomeHKIIaTypou
WH(POPMAIIMOHHBIX ICTOYHUKOB,
MIPUMEHSEMBIX B TPOPECCHOHATBHON
TSI TeTbHOCTH;

3HaeT NMpHeMbl CTPYKTYPHUPOBAHUS
nHpopmManuu;

3Haet popmaT opopmiteHUS
pe3yNIbTaTOB MOKCKA WH(OPMALIUH,
COBpPEMEHHBIE CPE/ICTBA U
yCTpOiCTBa HH(POpPMATH3AITUY;
MoxeT NpUMEeHSTh COBPEMEHHBIE
CpEACTBA U YCTPOMCTBA

[lItynupoBanue
TectupoBanue

Brinmonaenue
MIPAKTUYECKUX
3aJaHuN

BrinonHenue 3amanui
Ha dK3aMeHe
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CpEICTBA U YCTPOMCTBA
uH(pOpPMAaTU3AIUH;

- IOPSAJIOK IPUMEHEHUS
COBPEMEHHBIX CPEJCTB U
yCTPOMCTB HH(OpPMATU3ALNH U
porpaMMHOe 00eCIieyeHUe B
npodeccuoHanbHOM
JESITEIBHOCTH B TOM YHCIIE C
HCIIOJIb30BaHUEM IIU(PPOBBIX
CPEJICTB;

- IGKCUYECKUII MUHUMYM,
OTHOCSILUICS K OIMUCAHUIO
MIPEIMETOB, CPEJICTB U MPOIIECCOB
npoQecCHOHAIbHON
JESITEIIbHOCTH;

- IPUHLIMIIBI 0€3011aCHOCTH
XpaHEHUs JaHHBIX;

- METO/IbI 3aIUTHI 0a3 JTaHHBIX OT
BHEILIHUX yTPO3

- IPUHIIMITBI KpUITorpaduu U
METOI0B MIU(POBAHUS TAaHHBIX;
- CTaHJIapPThI U TIPOTOKOJIBI
0e30MacHOCTH, TAKUX KaK
SSL/TLS, SSH, Kerberos u np.;
- METOJIbI ayTeHTH(HUKAIIUU U
aBTOPH3ALIMHU TTOJIH30BATENIEH,
BKJIFOYAsi UCIIOJIb30BaHUE
napoJiei, CepTu(PUKaTOB U
OMOMETPHUECKUX JTaHHBIX
3aKOHO/IATENILCTBO U CTAHAAPTHI
Oe3omacHocTH, Takue kak GDPR,
HIPAA, PCIDSS u np.;

- OTPAaclIeBYI0 HOPMATHUBHYIO
TEXHUYECKYIO JOKYMEHTAIUIO U
UCTOYHUKU UHPOpMAITUH,
HEOOXOaNMBIE IS
npodeccCHoHaNBHOM
NesATEeTLHOCTH;

- COBPEMEHHBIN OTE€YECTBEHHBIN
1 3apyOEKHBIN OTBIT B
npodecCHoHANBHOM
NesATEeTLHOCTH;

- IPUHLIUIIBI ¥ METO]IbI
obecrieueHust 6€30MacHOCTH
WH(OPMAIIMOHHBIX CUCTEM;

- IPUHIIMIIBI 0€30MaCHOCTH
WH(OPMAIIMOHHBIX CHCTEM;

- COBpCMCHHBIC MCTOJbI U
TEXHOJIOTHH B 00JIaCTH
6e301acHOCTH WH(POPMALIMOHHBIX

MH(OPMATH3AIUH U TPOTPAMMHOE
obecrieyeHre B MpodhecCuoHaNbHOM
JEATEIILHOCTH B TOM YHCIIE C
MCIIOJIH30BaHNEM U (PPOBBIX
CPEICTB;

Bitageer nekcnyeckuM MUHUMYMOM,
OTHOCSIITMMCS K OTICAHHIO
MIPEIMETOB, CPEJCTB U MPOIIECCOB
poheCCHOHATILHOMN JIeATEILHOCTH;
3HaeT NPUHIIUIBI 0€30MTACHOCTH
XpaHCHHUS JaHHBIX;

Brnaneer Mmerogamu 3anuthl 0a3
JIAHHBIX OT BHEIIHUX yIpo3

3HaeT NpUHLUMIIBI KpunTorpadpuu u
METOIOB MU(POBAHUS TAHHBIX;
OpueHTHpyeTcs B CTaHIapTax 1
MIPOTOKOJIaX 0€30MaCHOCTH, TAKHX
kak SSL/TLS, SSH, Kerberos u ap.;
3HaeT METO/Ibl ayTEHTH(HUKAINN U
aBTOPH3AIIMHU T10JIh30BaTEIICH,
BKJIKOYAsi UCIIOJIB30BAaHUE NIApOJIEH,
cepTH(HUKATOB U OMOMETPHICCKUX
JTAHHBIX

3aKOHOJIATEIBCTBO M CTaHIapThI
0e3omacHocTH, Takne kak GDPR,
HIPAA, PCIDSS u np.;

3HaeT OTpacieByl0 HOPMATUBHYIO
TEXHUYECKYIO IOKyMEHTAIIUIO U
WCTOYHHUKH WH(POPMAIIHH,
HE00XO0AUMBIE /TSt
npo¢eCcCuOHANTBHON eATEeTbHOCTH;

3HaAeT COBPEMEHHBIN OTEYECTBEHHBIN
1 3apyOeKHBIN OIBIT B
npo¢eCCUOHATBHON JIEATETFHOCTH;
Brnageer nmpuHIMIIaMu U METOAAMH
obecrieueHrs 0€30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM;

3HaeT MPUHIIAITBI 0€30MTaCHOCTH
MH(OPMALIMOHHBIX CUCTEM;
Brnaneer coBpeMEeHHBIMU METOAAMU
Y TEXHOJIOTUSIMU B 00JIACTH
0e30MmacHOCTH UH()OPMALIMOHHBIX
CHUCTEM,;

3HaeT 3aKOHOJIaTENIbHbIE U
HOpPMAaTUBHEIE aKThI B 00J1aCTH
06e30macHOCTH MH(GOPMAITHOHHBIX
CHUCTEM,;

3HAeT UCTOYHUKHU YTPO3
nH(OPMAIIMOHHON OE30MaCHOCTH U
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CHUCTEM;

- 3aKOHOJIATENIbHBIC U
HOpPMaTUBHBIE aKThI B 00J1aCTH
6e301acHOCTH HH(POPMALIMOHHBIX
CHUCTEM;

-MCTOYHHUKH YTPO3
nH(pOpMaIMOHHOM 0€30MMacHOCTH
¥ MEPHI 110 UX MPEIOTBPALICHUIO;
- OCHOBHBIE YTPO3bI
0€3011aCHOCTH MOOMIIBHBIX
MIPUIIOKEHU;

- IPUHIXIBI KpunTorpaduu u
mmdpoBaHus TaHHBIX;

- CTaHJIapPThI U TIPOTOKOJIBI
0€30I1aCHOCTH, TaKHE KaK
HTTPS, OAuth u OpenlD
Connect;

- 3aKOHOJIaTCIbHEIC B
perynsiTopHbie TpeOOBaHUS K
3allMTe JaHHBIX, BKIroyas GDPR
u HIPAA;

- OCHOBHBIE IPUHIIUIIBI
0e30macHOCTH UH(pOPMALUK U
METOHO0B €¢ 3alllUThI;

- CTaHJlapTHBIE
KpUNTorpaguueckue alropuTMbl
Ut UG POBAHUS TaHHBIX;

- IPUHIUIIB 00eCTIeueHUs
0e30MacHOCTH Mepeaayu JaHHbIX
10 CETH;

- OCHOBBI 0€301MaCHOCTH
MIPUIOKEHUHN U
UH(QPaCTPYKTYPHI;

- METO/IbI aHaJIN3a Ha YSI3BUMOCTH
Y1 MOHUTOpPHUHTA 0€30TaCHOCTH;

- 3HAHME OCHOBHBIX MTPHHIIUIIOB U
METO/IOB 00ECTICUCHHS
6e3omacuoctu UT-
UH(QPaCTPYKTYpHI U BeO-
IIPUIIOKEHUH;

- MIOHUMAaHKE Pa3IMIHBIX
YA3BUMOCTEHN U yTPO3
0€e30MacHOCTH, a TaK)Ke CIIOCO00B
WX MPEAOTBPAILICHUS U
0OHApYXKCHHUS;

- 3HAHWE UHCTPYMEHTOB U
TEXHOJIOTHI 7151 oOecrieueHust
6e3omacuocta UT-

Mepbl 0 UX MPEA0TBPAILEHHUIO;
Nwmeet npeacrabiienrne 00 OCHOBHBIX
yrpo3ax 06e30macHOCTH MOOMIIBHBIX
IIPUIIOKEHUH;

OpueHTupyeTcs B MPUHLUIIAX
Kpunrorpaguu u muppoBaHUs
JTAaHHBIX;

3HaeT CTaHAapThl U IPOTOKOJIbI
6e3omacHocTH, Takue kak HTTPS,
OAuth u OpenlD Connect;

3HaeT 3aKOHO/AaTeIbHbBIC U
PETYIATOpHBIE TPEOOBAHUS K 3aIIUTE
nanabix, Bkaodas GDPR u HIPAA;
Brnageer OCHOBHBIMY MPUHITUTIAMHU
0e301acHOCTH HH(POPMALIHH U
METOJIOB €€ 3allUTHI,

3HaeT CTaHIapTHbHIE
KpUNTOrpaguuecKue aropuTMBbI JIsI
mU(ppOBaHUs JaHHbIX;

Nwmeet npecraBienre o MpUHIMIIAX
obecrieyeHns 6€30MaCHOCTH
neperayu JaHHBIX 110 CETH;

3HaeT OCHOBHI 0€301TaCHOCTH
MIPUJIOKEHUN U HHPPACTPYKTYPHI;
3HaeT METO/IbI aHaJIU3a Ha
ySI3BUMOCTH 1 MOHUTOPHHTA
0e301acCHOCTH;

3HaeT OCHOBHBIC MPHHITUITBI U
MeTObl 00ecrieueHns: 6e30MacHOCTH
NUT-undpactpykrypsl 1 BeO-
MIPUIIOKEHUH;

[ToHuMaeT pa3nuyuHbIe YSI3BUMOCTH
yrpo3bl OE30MACHOCTH, a TAKXKE
CIOCOOBI MX MPENTOTBPALIECHUS U
oOHapy KeHHS,;

3HaeT UHCTPYMEHTHI U TEXHOJIOTUU
s obecnieuenus 6e3onacHoctu UT-
UHPACTPYKTYpPHI U BEO-
MIPUIIOKEHNHN, TAKUX KaK
OpaHaMay3pbl, CUCTEMBI
oOHapyKeHHsI BTOPKEHUN U
AHTUBUPYCHBIE POTPAMMBI.

MoskeT pacro3HaBaTh 3a7a4y W/uin
npoGyieMy B mpoQeCCHOHATHEHOM
W/WITH COIMAIBHOM KOHTEKCTE;
AHanuzupyer 3a1ady u/uin
npo0eMy ¥ MOKET BBIZCIHUTD €€
COCTaBHBIC YaCTH;
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uH(]pacTpyKTyphl 1 BeO-
IIPUJIOKEHUN, TAKUX KaK
OpaHMayspbl, CHCTEMBI
00Hapy>XeHUSI BTOP>KEHUM U
AHTUBUPYCHBIE IPOTPAMMBI.

Ymeem:

-pacro3HaBaTh 3a/a4y U/ UiH
npoOsemMy B mpodhecCHOHATLHOM
W/WIIN COITUAIEHOM KOHTEKCTE;
-aHaJM3UPOBATh 3aJa4y U/WIn
Ipo0JIeEMY U BBIAEIATH €€
COCTaBHBIE YaCTH;

- OTIPENIENISITH ATAIbI PEIICHHS
3a]a4u;

- BBISIBIIAT ¥ 9()()EKTUBHO
UCKaTh HHGOPMAIIHIO,
HEOOXOUMYIO JUISl PEIICHHUS
3a[a4u W/1ITH IPOOIIEMBL;
-COCTaBJIATH IJIaH JIEHCTBUS;

- OMIPEACIIATh HEOOXOIUMBIE
pecypchl;

- BJIQJICTh aKTYaJIbHBIMU
METOJIaMH pabOThI B
POoPECCUOHAIIBHON U CMEKHBIX
chepax;

- p€aIn30BbIBATH COCTABIICHHBIN
TUIaH,

- OIICHUBATh PE3yIbTAT U
IOCJIEACTBHS CBOUX JAEHCTBUI
(caMOCTOSITETTFHO HIIH C
MIOMOIIBIO0 HACTABHUKA);

- OTIPENICIST 33aJa9M JIJIS IOMCKA
uHpOpMaInu;

- OTIPECIIATh HEOOXOIUMBIE
UCTOYHUKU WHPOPMAITUY;

- IUTAHUPOBAThH MPOLIECC MTOUCKA;
- CTPYKTYPHPOBATH TIOJTYIaEMYIO
UH(OPMAILINIO; - BBLACTATD
HanOoJiee 3HAYMMOE B ITepeUHe
uHpOpMaINH;

- OIICHUBATh MPAKTHUECKYIO
3HaYMMOCTb Pe3yJIbTaTOB IOKCKA;
- 0hOpPMIISITH pPE3yNbTaThl IOUCKA,
IPUMEHSTh CPECTBA
UH(POPMAIMOHHBIX TEXHOIOTHI
JUISL PELICHUs
pod)eCCHOHANIBHBIX 3a71a4;

- UCTIOJIB30BATh COBPEMEHHOE
IpOrpaMMHOE 00eCIIeUeHHE;

- UCTIOJIH30BATh PA3IIUYHBIC

YMeer onpenensaTh dTalbl peleHus
3a7a4u;

MoxeT BbISIBIISATh ¥ 3 (HEKTUBHO
UcKaTh MH(OpMaLHIo,
HEOO0XOAUMYIO ISl PELICHUS 33a]]auu
W/WIM TTPOOJIEMBI,

Cocrapniser miaH JCHCTBUS,

MoskeT onpeaensaTb He00X0IMMbIE
pecypchl;

Brnazgeer akTyaJlbHBIMU METOJAMHU
paboThl B PO ECCHOHATBHON U
CMEXHBIX cepax;

MoskeT peaan30BbIBaTh
COCTaBJICHHLIHN IIJIaH;

OneHuBaeT pe3ynbTar u
MOCTIEACTBUS CBOUX JEHCTBUI
(camMOCTOATENHHO WM C IIOMOIIIBIO
HaCTaBHHKA);

YMeeT onpenensaTs 3a8auu s
[OMCKa UH(POpMALUH;

VYMeer orpenenat He0OX0IUMbIe
HCTOYHUKU UH(OpMALINN;
[Inanupyer nmpouecc noucka;

YMeeT cTpyKTypHpOBaTh
MoJTy4aemMyro uHdopmaIuio;

MosxeT BBIICTUTh Haubosee
3HAYUMOE B IlepeyHe HHPOpMaIIY;
YMeeT o1eHuBaTh MPaKTUYECKYIO
S3HAYMMOCTD PE3YyJIbTATOB IOUCKA,
OdopmrsieT pe3ynbTaThl IOUCKA U
MIPUMEHSIET CPEJICTBA
MH(OPMAIIMOHHBIX TEXHOJIOTUH ISt
penreHus mpodecCHoHATBHBIX 33/1aY;

MoskeT UcoJib30BaTh COBPEMEHHOE
porpaMMHoOe oOecrieueHue;
MokeT UCI0JIHL30BaTh Pa3INIHBIC
UG POBBIE CPEACTBA TS PEIICHUS
npo¢eCCHOHANBHBIX 33]1a4;
IToHumaet TekcTsl Ha 6a30BbIe
npo¢eCCUOHATBHBIC TEMBI;

Ymeer mudpoBarh JaHHBIE U
obecrneunBaTh UX
KOH(HUACHIIMAIBHOCTB;

YMeer aHamM3UpOBaTh TPEOOBAHUS
06e30macHOCTH MH(GOPMAITHOHHBIX
CHCTEM;
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u(poBbIe CpecTBA IS
perieHus npodeccHoHaTbHBIX
3ajay;

- IOHUMATh TEKCTHI Ha Oa30BBIC
npoQeCCUOHATILHBIC TEMBI;

- mmQpoBaHue TaHHBIX U
o0ecrieunBaeT ux
KOH(UICHIINATLHOCTD;

- aHAJTM3UPOBATh TPEOOBAHUS
6e301acHOCTH HH(POPMALIMOHHBIX
CHCTEM;

- pa3pabaThiBaTh U
peaI30BbIBATH MEPbI
0€30I1aCHOCTH;

- peaM30BBIBATh X3IIUPOBAHNE
MapoJieil, CECCHOHHBIE TOKEHBI U
IBYX(haKTOPHYIO
ayTeHTH(UKALIHUIO.

MoskeT pa3pabaTeiBaTh U
peann30BBIBaTh MEPHI 0€30I1aCHOCTH;
MoskeT peaan30BbIBaTh
X3LIMPOBAHUE MAPOJIEH, CECCUOHHBIE
TOKEHBI U ABYX(AKTOPHYIO
ayTeHTU()UKALHUIO.

15




